N Mrnacs
I

UNB

UNIVERSITY OF 2020‘02‘25
Hew BRI Application ID: 82291

GLOBALINK RESEARCH INTERNSHIP AWARD
DISBURSEMENT INFORMATION AND PLACEMENT TERMS AND CONDITIONS

Dear SHIVAM DWIVEDI,

Congratulations! You have been selected by Mitacs and Arash Habibi Lashkari from University of New Brunswick — Fredericton
to receive a 2020 Globalink Research Internship award. You are therefore invited to participate in a research project at
University of New Brunswick — Fredericton. Pursuant to an agreement with University of New Brunswick — Fredericton,
Mitacs will administer your funding grant.

Mitacs Globalink Research Internship is a competitive program that pairs top-ranked international students with specific
research expertise with faculty at Canadian academic institutions for a twelve (12) week research project of mutual interest in
the period of May to October. You have been selected by your Canadian host faculty project leader due to your background and
skills in the research area and the unique contribution you will be making to the research during your stay. The skills required
for your role (as described in the research description below) were found to clearly match your skills set, education, and
research experience.

Research Internship Details

University/Institution: University of New Brunswick — Fredericton

Host Professor: Arash Habibi Lashkari

Research Project Title: Automated Intelligence-driven malware detection system

NOC Code: 4012 Post-secondary teaching and research assistants

Research Description: We believe that by monitoring system processes, memory and CPU usage, log analysis, APl or

systems calls, and network traffic, then correlating it with malware behavior patterns we can
identify a wide range of threats to an organization beyond using current vulnerability scanning
methods. Over the next three years we will focus on advancing research in intelligent, driven
malware detection by identifying and developing a bank of malware, pattern recognition
models, detection techniques, and tools for understanding the real behavior of malware on a
system and developing a comprehensive and proactive solution to detect and remove them. The
goal of the proposed research is to design and develop an intelligent, pattern recognition system
that uses the evasion tactics against the malicious apps on smart-phones to detect the zero-day
attacks. The effective intelligence system can only be generated when all information about the
different malware families has been collected, analyzed, correlated, and leveraged to define a
unique family pattern for malware specifically on smart-phones.

So, the following objectives have been identified for this proposal; each objective will become
the focus of a work package as outlined in the forthcoming explanation. All proposed objectives
are strongly interlinked as they will share a common goal, and build a comprehensive retrainable
model for monitoring and detecting malware. The objectives are as follows:

Bank of malware (Malware dataset), Malware anatomy analysis, Big Data Analysis by Deep
Learning, and Automated detection system and Pattern Visualization.
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During your stay, you will be: The students will be involved in one or more roles such as:
- Aresearcher to understand the malware families and propose a complete taxonomy of
malware categories.
- A malware hunter to find the samples related to each malware family
- Aresearcher to find common behaviors of malware families and write complete scenario(s)
that can activate them and force them to show their original behavior
- A malware analyzer to run, monitor and capture the malware behavior in an isolated network
- A researcher to find the most useful features and best retrainable method for malware
detection
- Aresearcher for proposing a common pattern for malware and specific patterns for malware
families
- Aresearcher to propose a new visualization model and design and implement it to present the
monitoring and detection pattern
- A developer to test the proposed algorithm and develop a new application for QRadar as the
enterprise security information and event management (SIEM) IBM product

Duration of Research: 12 weeks - to begin between May 1 and July 31, 2020 (unless otherwise approved by Mitacs) and
end no later than October 31, 2020. Shortened durations must be agreed upon with the
Supervisor and Mitacs. Durations of more than twelve (12) weeks will not be permitted.

Hours of Work: Forty (40) hours per week.

Your award covers the full twelve (12) week of your internship unless you fall short of the full twelve (12) weeks, in which case
the award will be prorated according to time actually spent in Canada contributing to the internship project.

For immigration purposes, as a Globalink Research Internship award recipient entering Canada for 120 consecutive days or less,
you may be eligible for a work permit exemption under the Global Skills Strategy. Upon arrival at the Port of Entry, you should
have supporting documents, such as:

* acopy of this award letter in its entirety

e your valid passport and any other document required to enter Canada (see

https://www.canada.ca/en/immigration-refugees-citizenship/services/visit-canada/entry-requirements-country.html)
» proof that you meet requirements of the job, such as proof of work experience and education
e request a visitor record from Canadian border officials upon arrival at a Port of Entry

We look forward to welcoming you as a temporary member of the research team at University of New Brunswick — Fredericton.
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http://www.cic.gc.ca/english/resources/tools/temp/work/researcher-exemption.asp
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Appendix A: Terms and Conditions

Please note that your funding is provided in accordance with the All India Council for Technical Education (AICTE).

Obligations of Mitacs

a) Financial arrangements

Mitacs will be responsible for providing the following:
1. An airfare stipend of $1500 CA;
. Aliving stipend of $200 CA per week;
. Ensure that you receive Canadian medical insurance;

. A daily allowance of $42 CA for housing, for the duration of your research internship;

a b~ WDN

. Provide a stipend of $300 CA for any student fees charged by your Canadian host institution (Student fees above $300 CA
are the responsibility of the Globalink Research Intern); and

6. Provide reimbursement of immigration permit application fees (as required to participate in the research internship — up
to a maximum of $185 CA).

Under Mitacs’ funding policy, we are unable to provide you with any funds in advance of your internship start date and arrival
in Canada. On arrival in Canada with a valid immigration permit, you will receive your first payment installment from Mitacs.
Interns will be responsible for opening a Canadian bank account, following Mitacs’ instructions, in order to receive funds once
in Canada.

b) Local arrangements

You are responsible for finding and acquiring your accommodations for the duration of your stay, but Mitacs will provide
support for your search should you require it.

Mitacs will assume responsibility for the following aspects of your local arrangements:

1. Provision of medical insurance to cover you for the duration of your research internship, either through participation in a
mandatory health care insurance policy offered by your host institution, or an equivalent policy purchased by Mitacs on
your behalf;

2. Professional skills workshops and/or industry and/or government meetings to enhance the experience of your research
internship;

3. Provision of a Mitacs-approved Globalink Mentor for you to consult with about issues and questions that arise during your
stay in Canada and act as your emergency contact; and

4. Other activities at the sole discretion of Mitacs.

Obligations of the Globalink Research Intern

1. Please be advised that, for immigration purposes, Mitacs is not your representative and cannot provide advice on
immigration matters. Mitacs will provide you with information as obtained on public government websites to help guide
you through the process on immigration, but Mitacs cannot guarantee positive immigration outcomes.

2. Interns are required to participate in the program for 3 months, working a total of 40 hours per week for their host
professor on their research project, unless otherwise arranged with the Canadian faculty member and approved by
Mitacs. If your internship length needs to be shortened, contact Mitacs at helpdesk@mitacs.ca.

3. As a key component of the Globalink program, Mitacs may offer program participants opportunities to engage in
professional skills workshops, industry and government relations meetings, and other networking opportunities to
supplement your research experience. Mitacs will, whenever possible, schedule meetings and workshops in such a way as
to minimize the impact on your primary focus, that of contributing to the research project. You are encouraged to
participate in such Mitacs-arranged meetings and workshops, and your host professor will be asked to support this
component of the Globalink program. You are normally expected to dedicate 40 hours per week on your research project,
and will need to make arrangements with your host professor regarding time away from your research project.
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4. Interns are expected to complete a final survey administered by Mitacs to rate their experience of the program.

5. Interns are required to check with the AICTE regarding any conditions or actions involved with receiving AICTE funding to
participate in the program.
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