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Dear VIDYASRI MATTA,

Congratulations! You have been selected by Mitacs and manar alalfi from Ryerson University — Toronto to receive a 2020
Globalink Research Internship award. You are therefore invited to participate in a research project at Ryerson University —
Toronto. Pursuant to an agreement with Ryerson University — Toronto, Mitacs will administer your funding grant.

Mitacs Globalink Research Internship is a competitive program that pairs top-ranked international students with specific
research expertise with faculty at Canadian academic institutions for a twelve (12) week research project of mutual interest in
the period of May to October. You have been selected by your Canadian host faculty project leader due to your background and
skills in the research area and the unique contribution you will be making to the research during your stay. The skills required
for your role (as described in the research description below) were found to clearly match your skills set, education, and
research experience.

Research Internship Details

University/Institution: Ryerson University — Toronto

Host Professor: manar alalfi

Research Project Title: Mobile Application Security

NOC Code: 4012 Post-secondary teaching and research assistants

Research Description: Among the many aspects of secure development, producing applications that embed their own

rights and duties is critical. From that perspective, permission-based software architecture
(PBSA) appears as a powerful paradigm to develop secure applications, as reflected by the
increasing number of projects based on these principles (300000 android applications are
available on Android market). Permission-based software architectures (PBSA) require every
downloaded and installed application to be associated with a list of access permissions to the
system resources. Android is the most popular PBSA. In the case of Android applications, the list
of permissions is called "manifest". Based on this list, the access control mechanisms to a
resource are enforced by the OS and the middleware framework.

We have identified at least two risks associated to these PBSA. First, the set of permissions
granted to a given application could be inappropriate, resulting to an inappropriate attack
surface of the application. Second, the possible coalition of applications aggregating their
permission lists leading to an escalation of privileges. The consequence is the leakage of data,
such as smartphone location, contact list, discussions spied and recorded, and any internal
private data.

In this research, we combine code static analysis with dynamic analysis to:

o Determine the minimum set of permissions which have to be granted for an application to
work properly

o Detect potential collusion of applications that may lead to an escalation of privileges for a
mobile phone.

o The research encompasses all the technical layers of the smart device (application layer, virtual
and OS layer, hardware).

o The collusion/coalition could be modeled and computed using graph-based algorithms.

During your stay, you will be: Algorithms implementation
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Duration of Research: 12 weeks - to begin between May 1 and July 31, 2020 (unless otherwise approved by Mitacs) and
end no later than October 31, 2020. Shortened durations must be agreed upon with the
Supervisor and Mitacs. Durations of more than twelve (12) weeks will not be permitted.

Hours of Work: Forty (40) hours per week.

Your award covers the full twelve (12) week of your internship unless you fall short of the full twelve (12) weeks, in which case
the award will be prorated according to time actually spent in Canada contributing to the internship project.

For immigration purposes, as a Globalink Research Internship award recipient entering Canada for 120 consecutive days or less,
you may be eligible for a work permit exemption under the Global Skills Strategy. Upon arrival at the Port of Entry, you should
have supporting documents, such as:

* acopy of this award letter in its entirety

e your valid passport and any other document required to enter Canada (see

https://www.canada.ca/en/immigration-refugees-citizenship/services/visit-canada/entry-requirements-country.html)
» proof that you meet requirements of the job, such as proof of work experience and education
e request a visitor record from Canadian border officials upon arrival at a Port of Entry

We look forward to welcoming you as a temporary member of the research team at Ryerson University — Toronto.
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http://www.cic.gc.ca/english/resources/tools/temp/work/researcher-exemption.asp
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Appendix A: Terms and Conditions

Please note that your funding is provided in accordance with the All India Council for Technical Education (AICTE).

Obligations of Mitacs

a) Financial arrangements

Mitacs will be responsible for providing the following:
1. An airfare stipend of $1500 CA;
. Aliving stipend of $200 CA per week;
. Ensure that you receive Canadian medical insurance;

. A daily allowance of $42 CA for housing, for the duration of your research internship;

a b~ WDN

. Provide a stipend of $300 CA for any student fees charged by your Canadian host institution (Student fees above $300 CA
are the responsibility of the Globalink Research Intern); and

6. Provide reimbursement of immigration permit application fees (as required to participate in the research internship — up
to a maximum of $185 CA).

Under Mitacs’ funding policy, we are unable to provide you with any funds in advance of your internship start date and arrival
in Canada. On arrival in Canada with a valid immigration permit, you will receive your first payment installment from Mitacs.
Interns will be responsible for opening a Canadian bank account, following Mitacs’ instructions, in order to receive funds once
in Canada.

b) Local arrangements

You are responsible for finding and acquiring your accommodations for the duration of your stay, but Mitacs will provide
support for your search should you require it.

Mitacs will assume responsibility for the following aspects of your local arrangements:

1. Provision of medical insurance to cover you for the duration of your research internship, either through participation in a
mandatory health care insurance policy offered by your host institution, or an equivalent policy purchased by Mitacs on
your behalf;

2. Professional skills workshops and/or industry and/or government meetings to enhance the experience of your research
internship;

3. Provision of a Mitacs-approved Globalink Mentor for you to consult with about issues and questions that arise during your
stay in Canada and act as your emergency contact; and

4. Other activities at the sole discretion of Mitacs.

Obligations of the Globalink Research Intern

1. Please be advised that, for immigration purposes, Mitacs is not your representative and cannot provide advice on
immigration matters. Mitacs will provide you with information as obtained on public government websites to help guide
you through the process on immigration, but Mitacs cannot guarantee positive immigration outcomes.

2. Interns are required to participate in the program for 3 months, working a total of 40 hours per week for their host
professor on their research project, unless otherwise arranged with the Canadian faculty member and approved by
Mitacs. If your internship length needs to be shortened, contact Mitacs at helpdesk@mitacs.ca.

3. As a key component of the Globalink program, Mitacs may offer program participants opportunities to engage in
professional skills workshops, industry and government relations meetings, and other networking opportunities to
supplement your research experience. Mitacs will, whenever possible, schedule meetings and workshops in such a way as
to minimize the impact on your primary focus, that of contributing to the research project. You are encouraged to
participate in such Mitacs-arranged meetings and workshops, and your host professor will be asked to support this
component of the Globalink program. You are normally expected to dedicate 40 hours per week on your research project,
and will need to make arrangements with your host professor regarding time away from your research project.
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4. Interns are expected to complete a final survey administered by Mitacs to rate their experience of the program.

5. Interns are required to check with the AICTE regarding any conditions or actions involved with receiving AICTE funding to
participate in the program.
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